NuadopmanmunoHHaA MaMATKA I O0yUaIOIUXCA IS pa3MellleHuA Ha
obunmuanaprHbix UHTEpHET-pecypcax

C KaXXIpIM TOZOM MOJIOZIE’KM B WHTEPHETE CTAHOBHUTHCS OOJIbINIE, a IIKOJHPHUKU OJHU U3 CAMBIX
aKTHUBHBIX TOJIb30BaTesiell PyHera. Mexay TeM, MOMHMO OTPOMHOTO KOJIMYECTBAa BO3MOXKHOCTEH,
WHTEPHET HeceT U MPpobyieMbl. ATa MaMATKA JIOJKHA IIOMOYb TeOe 6€3011aCHO HAaXOUTHCS B CETH.

KomnrsroTepHble BUPYCHI

KoMmnploTepHBIII BUpPYC - B5TO PA3HOBHUHOCTh KOMIIBIOTEDHBIX IIPOTPAMM, OTJIMIUTEIHHOM
0COOEHHOCTBI0O KOTOPOU SABJIsIETCA CIIOCOOHOCTH K Pa3MHOKEHHIO. B /I0MOTHEHNE K 3TOMY, BUPYCHI
MOTYT TIOBPEAUTh WJIN TOJHOCTHIO YHUYTOXKHUTH Bce (ailibl U [JAaHHBIE, IOJAKOHTPOJIHHBIE
II0JIb30BaTENI0, OT UMEHU KOTOpOro ObLia 3alyllieHa 3apa’k€HHas IporpaMMa, a TakKe IOBPEeIUTh
WIN JaKe YHUYTOXKUTh OIEPAIMOHHYIO CHCTEMY CO BceMHu daiyilaMu B I1eJIOM. B OoJIbIIMHCTBE
CJIy4aeB PacIPOCTPAHAIOTCA BUPYCHI Uepe3 HHTEePHET.

MeTonap! 3a1UTHI OT BPE€AOHOCHBIX IIpOTpaMM:

1. lcnosnp3yil coBpeMeHHbIe ONepaIuOHHbIE CUCTEMBI, UMEIOINEe CePhE3HBIM YPOBEHb 3AIUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. IlocrossHHO ycraHaBiauBa mauyTu (OU@pPOBBIE 3aIUIATKH, KOTOPblE AaBTOMATHYECKHU
YCTAaHABJIUBAIOTCS C IEJIbI0 JIOPAOTKU MPOTPAMMBI) U JAPYyTHe OOHOBJIEHUs CBOEU OIEeparnruoOHHON
cucreMbl. CKaunBail UX TOJBKO ¢ OPUITHATHLHOTO caiita pazpabotrurnka OC. Ecyu cylecTByeT pexxum
aBTOMaTHYECKOTO OOHOBJIEHU S, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IIOJ IIpaBaMHU IIOJIb3OBaATEJ/IA, 4 HE aJMHHHCTpATOpa. I9TO He
IIO3BOJIUT 6OJII>IIII/IHCTBy BPpEAOHOCHBIX IIpOT'PaMM HHCTAJUINPOBATBCA Ha TBOEM II€PCOHAJIBHOM
KOMIIBIOTEPE;

4. UVcnonp3yil aHTUBUDYCHBbIE IIPOTPAMMHBIE IIPOAYKTHI HW3BECTHBIX IPOU3BOAUTEIIEH, C
aBTOMaTHYECKUM OOHOBJIEHUEM 06a3;

5. Orpanuub GUBUUECKUH JIOCTYIT K KOMITBIOTEPY JJIS IIOCTOPOHHUX JIHIT;

6. Mcnosib3yil BHENIHYE HOCUTEIN WH(POPMAIINU, TaKKe KakK (JIelIKa, TUCK WIN Qaiyl U3 NHTEPHETA,
TOJIBKO U3 MPOGePEHHBIX UCTOYHUKOB;

7. He OTKpbIBail KOMIbIOTEPHBIE (alJIbl, MOJYyUYeHHBbIE U3 HEHAJIEKHBIX HCTOYHHUKOB. Jlake Te
(daiiypl, KOTOpBIE MPHCIAT TBOKM 3HAKOMBIH. JIydllle yTOUYHU Y HETO, OTIIPABJISJI JIU OH Tebe HX.

Cetu WI-FI

Wi-Fi - 310 He B/ niepefiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH|, Mapka. Eiie B 1991 roay
HUJIepJIaHJIcKasi KoMITaHusl 3apeructpupoBasnia 6peHs; « WECA», uyTo 0003Ha4Yasio CJI0BOCOYETAHHE
«Wireless Fidelity», koTopsiit nepeBoauTCS Kak «6€CIIPOBOIHAS TOYHOCTH» .

Jlo Halero BpeMeHHU JIoNa Apyras abopeBuaTypa, KOTopas sIBJISIETCSA TAKOU K€ TEXHOJIOTHEH. DTO
ab6bpeBuartypa «Wi-Fi». Takoe HazBaHHe OBLJIO IaHO ¢ HAMEKOM HAa CTAaHZAPT BBICIINUA 3BYKOBOU
texHUKU Hi-Fi, 4TO B IlepeBo/ie 03HAUaET «BBICOKAS TOUHOCTbH» .

Ha, OecIUtaTHBIM WHTEPHET-ZOCTYH B Kade, OTeNAX U aspoNopTax sABJIAETCS OTJINYHOU
BO3MO>KHOCTBIO BbIX0/Ia B UHTepHET. Ho MHOTHE 5KCIIepThI CIUTAIOT, YTO 001eaocTynHble Wi-Fi cetu
He fABJIAI0TCA 6e30IaCHBIMU.

CoBeTbl 10 6e3011acHOCTH paboTe B OOIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro yimuHy0 nHpopMmanuio yepe3 obmenoctynubie Wi-Fi cetu. Paborast B HuUX,
JKeJIaTeJIbHO He BBOJIMTH IAPOJIU JOCTYIIA, IOTUHBI U KAKHE-TO HOMEPA;



2. Mcnonp3yil 1 0OHOBJIAN aHTUBUPYCHBIE IPOrpaMMbl U OpanaMayep. Tem caMbIM Thl 00€30TaCUIITh
cebs OT 3aKauKy BUpyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnosb3oBannu Wi-Fi otkiaoun ¢yHKIuo «O0mui gocTyn K ¢aiiaM U TpUHTEpaM».
JlaaHas GYHKIUS 3aKPhITA 10 YMOJTYAHUIO, OJTHAKO HEKOTOPHIE MOJIh30BATETN AKTHBUPYIOT €€ s
ynob6cTBa UCIOJIb30BaHUS B pabOTe WK yaeoe;

4. He ucnonpayit myosauuubii WI-FI n1a mepepaum JIMYHBIX JAaHHBIX, HAaIIPUMeEP JJIsT BBIXOJIa B
COLIUAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IIOYTY;

5. Umosp3y# Tosibko 3amuinieHHoe coenuHenue yepe3 HTTPS, a ve HTTP, T.e. mpu Habope BeO-
azipeca BBOAU UMeHHO «https://»;

6. B mobunpHOM TenedoHe oTkiaoun (yHKIuio «Ilogxmiouenne Kk Wi-Fi aBromarmuecku». He
JIOITyCKai aBTOMATHYEeCKOTO MOAKII0UeHHs ycTporicTBa K ceTsiMm Wi-Fi 6e3 TBoero corsacus.

ConuasipbHble ceTu

ConuabHbIE CETH aKTUBHO BXOZAT B HAIITY )KU3Hb, MHOTHE JIFOIM pAOOTAIOT U KUBYT TaM IIOCTOSTHHO,
a B Facebook yxe 3apeructpmpoBaH MHWJLIMAP]T YEJIOBEK, UTO SBJISETCS OJHOU CEAbMOM BcCeX
JKUTeJIed T1aHeThl. MHOTHE T0JIb30BaTe/ I He TOHUMAIOT, YTO WH(OpMaIus, pa3MellleHHas MU B
COIMAJIbHBIX CETSX, MOKET ObITh Hali/IeHa W MCII0JIb30BaHa KEM YTO/IHO, B TOM YHCJIe He 0053aTeTbHO
¢ 6;1aruMu HaMepeHUsIMH.

OcHOBHBIE COBETHI 110 OE30TIACHOCTH B COITUAIbHBIX CETSX:
1. OrpaHUYb CIIUCOK JIpy3€el. Y TeOs B APY3bsX HE JIOJIPKHO OBITH CIyIaHBIX U HE3HAKOMBIX JIIO/IEH ;

2. 3amuimad CBOI YACTHYIO >KU3Hb. He ykaspiBall maposiu, TesedoOHBI, aapeca, AaTy TBOETO
POXKIEHUs ¥ JPYTYI0 JIMYHYI0 WHQOOpMAaNuio. 3JIOYMBIIUIEHHHKA MOTYT HKCIIOJIb30BaTh JIaKe
MHOOPMAINIO O TOM, KaK Thl ¥ TBOU POJUTEH IIJIAHUPYETE IIPOBECTH KAHUKYJIBI;

3. 3alMIan CBOI PEmyTalluio - AEPKU ee B YHCTOTE U 3aJiaBaii cebe BOIIPOC: XOTes ObI ThI, YTOOBI
JIpyTHe II0JIb30BaTeJId BUEJIH, UTO ThI 3arpy:kaelib? [logymaii, pek/ie 4eM 4TO-TO OIyOJIHUKOBATh,
HAIIKCATh U 3aTPY3UTh;

4. Ecnu ToI TOBOpHUIIb C JIIOABMH, KOTOPBIX HE 3HACIIlb, HE I/ICHOJ'IBS}’ﬁ CBO€ p€aJIbHOE€ UMA U JPYTYIO
JINMYHYIO I/IH(I)OpMaIII/II/II UM, MECTO KHUTEJIbCTBA, MECTO yqe6I>1 u 11pouee;

5. M36eraii pazmenenus ororpaduii B IHTEpHETE, T/Ie ThI N300pakKeH Ha MECTHOCTH, II0 KOTOPOH
MOKHO OIIPEZIETUTD TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanuu B COIUATIBHON CETU HEOOXOUMO UCIIOIB30BATh CJIOKHBIE MTAPOJIU, COCTOSIIH E
u3 OyKB U P U ¢ KOJTUIECTBOM 3HAKOB He MeHee 8;

7. 714 conuasbHOU ceTH, MTOYTHI U IPYTUX CAaliTOB HeOOX0IMMO UCII0Ib30BaTh pa3Hble naposau. Torma
eciy TeOs B3JIOMAIOT, TO 3JI0yMBIIIJIEHHUKY HOJIy4aT JIOCTYIl TOJIBKO K OJHOMY MeCTY, a He BO BCe

cpasy.
AJIEKTPOHHBIE JIeHbI'U

JJIEKTPOHHBIE IEHBTH — 3TO OYEHb YAOOHBIA crocob IIaTeKel, OHAKO CYIEeCTBYIOT MOIIIEHHUKH,
KOTOPBIE XOTAT MOJIYYUTH 3TU JE€HBIH.

BJ'IeKTpOHHBIe AC€HbI'U IIOABUJINCh COBCEM HEAABHO M MMEHHO H3-3a 3TOr'O BO MHOTHUX I'OCyaapCTBax
A0 CHX IIOp HE IIPOIIHNCAHO IIPO HUX B 3dKOHAX.

B Poccun xe oHU (PYHKIIMOHUDPYIOT U O HHUX yKe IPOIHCAHO B 3aKOHe, IZle UX PasJlessaiT Ha
HECKOJIbKO BHUJIOB - AaHOHUMHbIe U He aHOHUMHble. Pa3zHUIla B TOM, UTO aHOHHUMHBIE - 3TO Te, B



KOTOPBIX Pa3pelraeTcs MPOBOUTH Ollepalinu 0e3 uaeHTH(GUKAIINH IT0Jb30BaTesIsA, a B HEAHOHUMHBIX
UIeHTU(PUKAIINY T10JIb30BATEJIS SIBJISAETCA 00A3aTETHHOM.

Takxke ciie/lyeT pa3jindaTh 2JIEKTPOHHbIE (DUATHBIE A€HbIU (PaBHBI TOCYZApCTBEHHBIM BaIIOTaM) U
3JIeKTPOHHbIEe HeUaTHBIE JeHbTU (He PaBHBI TOCY/IAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 O€30MacHON PaboTe ¢ 3JIEKTPOHHBIMH JIEHbI'aMU:

1. ITpuBskU K cueTy MOOMJIBHBIA TesieOH. DTO CaMbIfl YZIOOHBIN M OBICTPHIN CIIOCO0 BOCCTAHOBUTH
JlocTyn K cuetry. [IpuBsA3aHHBIN TeteOH IMOMOKET, €CJIM 3a0y/elllb CBOU IIATEKHBIA ITapOoJIb WA
3al/Iellb Ha CAUT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Vcnonb3yii ofHOpa3oBhle maposin. Iloce mepexosa Ha YCUJIEHHYIO aBTOpPH3anuio Tebe y:ke He
OyZieT yrpo2KaTh OIMACHOCTh KPaKK MJIH IePeXBaTa IIJIaTeKHOIO IapoJis;

3. Bwibepu ciioxkHBIA maposib. I[lpecTymHukaMm OyZeT He IPOCTO YrajaTh CJIOXKHBIA ITapOJib.
HapexxHple maposii — 5TO MapoJiv, KOTOPBIE COZEpKaT He MeHee 8 3HAKOB M BKJIIOYAIOT B cebs
CTPOYHBIE W IIPOMUCHBIE OYKBBI, U(MPHI 1 HECKOJIHLKO CUMBOJIOB, TAKHE KaK 3HAK JloJ1apa, QpyHTa,
BOCKJIMIIATEJIbHBIN 3HAK U T.11. Hanmpumep, StROng!;;

4. He BBO/IY CBOU JIMUHBIE JJAHHBIE HA CaiTaX, KOTOPBIM He JJOBEPSIEIIb.
DJIeKTPOHHAad MOHTA

DJIeKTPOHHAA MOYTA — 5TO TEXHOJIOTUS U IPEeJOCTaBJIsAEMBIE €10 YCIIYTH T10 TePeChIKE U TOIyYeHUI0
SJIEKTPOHHBIX COOOINEHHH, KOTOpbhle pacIpeNessaioTcss B KOMIIbIOTepHOW ceTu. OOBIYHO
BJIEKTPOHHBIN MOYTOBBIN AIMUK BBITJISA/IUT CIIeTyIOIUM obpazom:
UMs_II0JIb30BaTENA@UMs_JioMeHa. Takke Kpome Ilepefauyd MpPOCTOTO TEKCTa, UMeeTcs
BO3MO’KHOCTb Iepe/iaBaTh (haibl.

OcHOBHBIE COBETHI 110 O€30TIaCHON PabOTe ¢ IEKTPOHHOHN ITOYTOMH

1. Hayo BrIOpAaTh NMpaBUJIbHBIN MOYTOBBIA CEPBHC. B MHTEpPHETE eCTh OTPOMHBIN BHIOOpP OeCIIaTHBIX
ITOYTOBBIX CEPBUCOB, OJTHAKO JIyUIIle IOBEPSTH TEM, KOT'O 3HAEIIb H KTO IIEPBBIN B PEHTHUHTE;

2. He yka3piBall B JIMYHOU TIIOUTe JIMYHYI0 HHpopManuio. Hampumep, Jydine BbIOpaTh
«MY3BIKUIBHBIA_ (haHAT@» U «POK2013» BMeCTO «TeMal3»;

3. Hcnonp3yil [ABYX3TallHYyI0 aBTOPU3ALMIO. JTO KOrZa IMOMHMO I1apoJisi HY>KHO BBOJUTH KOJI,
IpuCchUIaeMbIN 110 SMS;

4. BpiOepu CI0KHBIA MMaposib. JIJIA KaskKIOro IMOYTOBOTO AIIWKA JOJDKEH OBITh CBOM HAJIEXKHBIM,
YCTOUYMBBIN K B3JIOMY MapOJib;

5. Eciii ecTh BO3MOXKHOCTD HAIIMCATh CAMOMY CBOU JIMUHBIN BOIIPOC, UCHOJIb3YH 3TY BO3MOKHOCTb;

6. Vcnosp3yl HECKOJIBKO ITOYTOBBIX ANIUKOB. IlepBBIN Aj14 YacTHOU IlepenucKy ¢ apecaTaMy,
KOTOPBIM ThI JIOBepsellb. DTO 3JIEKTPOHHBIN aJipec He HAaJI0 UCIOJIb30BaTh NPHU perucTpanuy Ha
dopymax u caiitax;

7. He oTkpbiBall (pailyibl U pyrue BJIOXKEHUS B MUCbMax Ja)ke ecd OHU MPUILIA OT TBOUX JIpy3ell.
Jlydiie yTOUHM Y HUX, OTIIPABJISAJIN JIU OHU Tebe 3TU (pailybl;

8. INocsie okoHYaHUA PabOTHI HA IOUYTOBOM CEPBUCE IEPE] 3aKPHITHEM BKJIAJIKHM C CAUTOM He 3a0yab
HaKaTh Ha « BBIATH».

KubepOyyumiHT Niu BUPTYaJIbHOE U3/eBATETBCTBO

KubepOysutmHT — 1mpecjieZloBaHUE COOOIIEHUSIMU, COAEPIKAIINMHU OCKOpPOJIEHUs, arpeccuio,
3alyTUBAaHUE; XYJIUTAHCTBO; COIIMAJIbHOE OOWKOTHPOBAHHE C IOMOIIBI0 PA3JIMIHBIX WHTEPHET-
CEpPBHCOB.



OcHoBHBIE COBETHI 0 60pHOE ¢ KNOEPOYIITMHIOM

1. He Opocaiica B 601, JIyumuii crmoco0: IMOCOBETOBAaThCA Kak cebsi BECTH U, €CJT HET TOTO, K KOMY
MO’KHO OOpaTHTBCsA, TO BHayasie YCIIOKOUTbCA. EciM ThI HayHeINlb OTBeYaTh OCKOPOJIEHHSMH Ha
OCKOpOJIEHHUS, TO TOJIBKO ellle OOJIbIIE PA30KIKENTh KOHDIIUKT;

2. YopasJisll cBoel kubepperyTaiuei;

3. AHOHUMHOCTh B CE€TH MHHMaAs. CYIJ_IeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 3a aHOHMMHBIM
AKKaYHTOM,

4. He cTouT BecTM XyJWTaHCKUN 00pa3 BUPTYIbHON KHU3HU. VHTepHeT (UKCHPYyeT BCE TBOU
ZIECTBUS U COXPAHAET UX. YJIAINTD UX OyZleT KpaliHe 3aTpyAHUTEIHHO;

5. Cobutiof1aii CBOM BUPTYAIBHYIO YECTH CMOJIOAY;

6. UrHopupyil emuHW4YHBI HeratuB. OAHOPa30Bble OCKOPOUTEJbHBIE COOOIIEHUA JIydIlle
urHopupoBaTh. OOBIYHO arpeccus MPeKpaIIaeTcs Ha HaYaJIbHOU CTaINH;

7. baH arpeccopa. B mporpamMmMmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COITUATIBHBIX CETSAX €CTh
BO3MO’KHOCTH OJIOKUPOBKHU OTIIPABKU COOOIIEHUI C OIPeIeIEHHBIX aJ[PeCOB;

8. Eciu TwI CBHUETEJIb KI/I6ep6yJIJII/IHFa. TBomu I[efICTBHHI BBICTYIIUTb IIPOTHUB IIpECIEA0BATEIIA,
IIOKa3aTb €My, 4YTO €ro ,IleflCTBHH OLI€EHHUBAIOTCA HEraTUuBHO, IMOAAEPKATb KEPTBY, KOTOpOﬁ HY>XHa
IICHUXOJIOTHYECKAaAd IIOMOIIb, COO6IIII/ITI) B3POCJIbBIM O (l)aKTe arpeCCuBHOTO IIOBEAECHUA B CETH.

Mob6uibHBIH TesieoH

CoBpeMeHHbIe cMapT(OHBI U IUIAHIIIETHI COAEPIKAT B cebe BIIOJTHE B3POCIIBIH (DYHKIIMOHAI, U TENEPh
OHH MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KoMIbloTepaMu. OJIHAKO, CPEACTB 3allUThI JIs
O00HBIX YCTPOMCTB IMOKA OUeHb Majio. TecTUpoBaHKeE U TTOUCK YA3BUMOCTEN B HUX IPOUCXOJUT He
TaK UHTEHCUBHO, Kak 114 [1K, To ke camoe KacaeTcss 1 MOOMJIbHBIX ITPUJIOKEHUH.

COBpeMeHHI)Ie MOOUJIbHBIE 6paysepb1 YXKeE IIpaKTU4YeCKH [JOrHa/ii HAaCTOJIbHbIE€ aHAJIOTH, OJHAKO
pacmiupeHnue (I)YHKHI/IOHEUIEI BJIEUET 3a cO0OM 6OJIbI.IIy}O CJIOZKHOCTDb 1 MEHBIITYIO 3allTUIIIEHHOCTb.

Jlajieko He BCce IMPOU3BOUTEN BBIIMyCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTUUECKHE YSI3BUMOCTU
JUUTSI CBOMIX YCTPOWCTB.

OcHOBHBIE COBETHI 1151 6€3011aCHOCTH MOOMJIBHOTO TesiedoHa:

1. Huuero He siBjIseTCs TO-HACTOAIIEMY OecIIaTHBIM. Byib 0cTOpOKeH, Belb Kor/a Tebe IpeaiaraoT
OecryIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIE YCIIYTH;

2. Jlymaii, npexkae yeMm ormpaBuTbh SMS, ¢oro mim Buaeo. Thl TOUHO 3HaeEllb, I7ie OHU OyayT B
KOHEYHOM UTOTe?

3. Heo6xo1iMo 0OHOBJIATH OMIEPAIIIOHHYIO CHCTEMY TBOETO CMapT(dOHA;
4. Vlcnonp3yil aHTUBUPYCHBIE IPOTPAMMBI /1J11 MOOMJIBHBIX Tejle(hOHOB;

5. He 3arpy»xaii MpujIOKeHHSI OT HEM3BECTHOTO UCTOYHUKA, BETb OHU MOTYT COJIEPKATh BPEJOHOCHOE
IIporpaMMHOe o0ecIleueHue;

6. ITocse TOrO Kak THl BBIWJIENIH C CAWTa, I7le BBOAWII JIMUHYI0 WHQOpMaIUIo, 3ali/il B HACTPOUKHN
Opaysepa u yzganu cookies;

7. Illepuoguuecku IpoBepsi Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbBI HA TBOEM HOMEDE;

8. JaBait cBoii HOMep MOOWJIBHOTO TejedoHa TOJBKO JIIOASAM, KOTOPBIX Thl 3HAellb U KOMY
JTOBEPSIEIIIb;



9. Bluetooth momkeH OBITH BBIKJIIOUEH, KOTJIa Thl UM He IOJIb3yelnbcsa. He 3abbiBaii WHOTIA
IIPOBEPATH 3TO.

Online urper

CoBpeMeHHble OHJIAWH-UTPBI - 3TO KPACOUHBIE, 3aXBaTHIBAIOIINE Ppa3BJjieueHUs, OO0BEeANHSIONINE
COTHU ThHICAY YeJIOBEK IO BceMy Mupy. VTpOKHM HCCIIeyIOT AAHHBIM UM MUP, OOIAIOTCA APYT C
JIpPYTOM, BBIIIOJIHAIOT 33JIaHUSA, CPAXKAIOTCA ¢ MOHCTPAMHU M IOJIyYalOT ONBIT. 3a YZI0BOJILCTBUE OHU
IUIATAT: MOKYMAIOT AUCK, OIJIAYNBAIOT aDOHEMEHT MJIN TPUOOPETAIOT KaKUe-TO OMIUH.

Bce sTu cpezicTBa MAYT Ha NOJ/iepKaHME U pa3BUTHE WUIPHI, a Takke Ha caMy 0e30IacHOCTH:
COBEPIIIEHCTBYIOTCSA CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCA HOBBIE maTyu (Mu@pOBbIe 3aIUIaTKU JJIsd
IIpOrpaMM), 3aKPhIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OIlaCaThbCA HE CTOJIBKO CBOUX COIIEPHHUKOB, CKOJIBKO KpaXXu TBOETO I1apoJid,
Ha KOTOpOM OCHOBaHa CHCT€éMa aBTOpHu3alluu 0OJIBIINHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUTPOBOro aKkKayHTa:

1. Eciu ipyroii urpok BezieT ce0s IJI0X0 MU cO3/1aeT Tebe HeITPUATHOCTH, 3a0JI0KUPYH ero B CIUCKe
HUTPOKOB,

2. [loxkasnylics agMUHHCTpaTOpaM WIPhl HAa IUJIOXO€ IIOBEJeHHE OTOr0 WUIPOKA, KeJIaTeJbHO
MIPUIOXKUTH KaKHe-TO JI0Ka3aTeJIbCTBA B BU/JIE CKPUHOB;

3. He ykasspiBaii 1nuHyo nHGOpMAIMIO B Ipodaiisie urpsl;
4. YBaxkall IpyTUX y4aCTHUKOB II0 UTPE;

5. He ycranaBimBali HeopunyajabHble IaTYU U MOJIBI;

6. Vcnosib3yil cJ102KHBIE U Pa3HBIE 1APOJIN;

7. ,Z[axce BO Bp€MA UT'PbI HE CTOUT OTKJIIOUYATDb aHTUBHUPYC. IToka Tb1 urpaeuib, TBOU KOMIIBIOTED MOTYT
3apa3uThb.

QUIMHT WU KpaXa JIMYHBbIX JaHHbIX

OOBIYHOM Kpadkel JIeHer U JOKYMEHTOB CEroJlHSI YK€ HHKOTO He YIAUBHIINb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHI 3JI0YMBINLIEHHUKU TIEPEMECTUINCh B UHTEPHET, U MPOJOKAIOT 3aHUMAaThCS
«JIIOOUMBIM » J[€JIOM.

Tak mosgBWIacCh HOBas Yyrpo3a: MHTEPHET-MOIIEHHUYECTBA WU (PUIIMHT, TJIaBHAsS I[€JIb KOTOPOTO
COCTOUT B TIOJIyYeHHU KOH(MUAEHINATbHBIX JAHHBIX I0JIb30BaTeIell — JIOTMHOB U mapoJieir. Ha
aHrauickoMm si3bike phishing unraercs kak ¢umwuur (ot fishing — preiOHas JioBssA, password —
I1apOJIib).

OCHOBHBIE COBETHI 110 60phOE ¢ GUITUHTOM:

1. Cnenm 3a CBOMM akKKayHTOM. Eciu ThI 1OA0O3peBaelib, YTO TBOSI aHKeTa Oblyla B3JIOMAHAa, TO
He00X0AMMO 3a0JIOKUPOBATH €€ U COOOIIUTH AMIHUCTPATOPAM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Mcnionp3yii 6e30macHble BEO-CAalThl, B TOM UHCJIe, UHTEPHET-Mara3nHOB U TTIOMCKOBBIX CUCTEM;

3. Ucnonw3yit cioxHble W pa3Hble naponaud. Takum oOpaszom, eciau TeOsA B3JIOMAIOT, TO
3JIOyMBIIJIEHHUKH TIOJIy4YaT 0CTYH TOJIBKO K OJTHOMY TBOeMy NPOMUJIIIO B CeTH, a HE KO BCeM;;

4. Ecu Tebs B310Mau, TO HEOOXOAUMO IPEAYIIPEUTD BCEX CBOUX 3HAKOMBIX, KOTOPbIe 100aBIEHbI
y Tebs B JIpy3bsX, O TOM, YTO TeOs B3JOMaJU U, BO3MOXKHO, OT TBOEro UMeHHU Oy/ileT pacCchlIaThCA
CIIaM U CCHUJIKU Ha (PUIIIMHTOBbIE CAWTHI;



5. YcraHoBH HajleskHbIN 11apostb (PIN) Ha MOOMIBHBIN TesledOH;
6. OTKJIIOUU COXpaHEeHUe MmapoJis B Opaysepe;

7. He oTKpbIBall aiiyibl M APYyTHE BJIOKEHHS B MHCHhMax Jla’ke eCJIU OHH IIPUIIIA OT TBOUX JIPY3€H.
Jlydllle yTOUYHU y HUX, OTIIPABJISLIN JIU OHU Tebe 3Th anIbl.

udposas penyranus

[udposas pemyranus - 5TO HeraTUBHAsA WIXM TMO3UTHBHasg HWHoOpManus B ceTu O Tebe.
Komnpowmerupytomas wuH@opMamnus pas3MelleHHass B HHTEPHETE MOXKET CEPbe3HBIM 00pa3oM
OTpPasuThbCA HA TBOEU peasbHOU ku3HU. «lludpoBas pemnyranusa» - 5TO TBOM UMUK, KOTOPBIU
dopmupyercs uz nHbopMaIuu o Tede B UHTEPHETE.

TBOEe MeCTO KUTETBCTBA, yuebbl, TBOe (PHAHCOBOE IMOJI0KEHHE, 0COOEHHOCTH XapaKTepa U PacCKas3bl
0 OJTM3KHX - BCE 3TO HAKATLJINBAETCS B CETH.

MHorue MoAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IyOJIMKAlNU JIMYHOU MHGopManuu B IHTepHeTe,
He TIOHUMAasi BO3MOXKHBIX MTOCIeACTBUMN. ThI Jake HE CMOXKEIIb JOTAIaThCA O TOM, UTO (poTorpadus,
pasMellleHHas 5 JIET Ha3aJl, cTajla IPUYNHOU OTKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienue TBoux ¢dororpaduil U Apyrue AeUCTBUS MOTYT HE HUCYE3HYTh JIaKe
II0CJIe TOTO, KaK ThI UX YJIIUIIb. Thl HEe 3HAEIb, KTO COXPAaHWJI 3Ty UH(POpPMAIIUIO, IIoIajia JU OHa B
IIOMCKOBBIE CHCTEMbBI I COXPAaHUJIACH JIM OHA, a [JIABHOE: UTO MOAYMAIOT O Tebe OKpy:Kalollee JIIo/u,
KOTOpble HAaWAyT U YBUAAT 3T0. HaliTu MHMOpMANHI0 MHOTO JIET CILYCTSI CMOKET JIFDOOU - Kak U3
ZIOOPBIX MOOYKIEHUH, TaK U C HAMEPEHUEM IPUUNHUTH BPe,. ITO MOKET ObITh KTO YTOHO.

OCHOBHBI€E COBETHI 110 3aIIUTE MUGPPOBON PEITyTAI[UH:
1. [Toytymaii, mpeskzie 4uem 4To-TO IIyOJIMKOBATh U IiepeiaBaTh ¥ cebsl B 6J10Te WJIN B COIMAJIBHOM CETH

2. B Hacrpoiikax mnpoduss YCTAaHOBH OrpPaHUYEHHs HA IIPOCMOTP TBOEro MNpopuasi U ero
COJIEP>KUMOTO, C/IeJIald €r0 TOJBKO «JJIsl IPY3€H »;

3. He pasmemaii u He ykasbpiBaii HH(pOPMAIHIO, KOTOpPas MOXKET KOro-anbo OCKOpOJIATh WU
00MKAaTh.

ABTOpPCKOE TTPaBo

CoBpeMeHHbIe IIKOJIBHUKN- aKTUBHBIE I10JIb30BaTeIN IU(POBOro npocrpascrsa. OQHAKO 1aeKko He
BCE 3HAIOT, YTO IIOJIb30BAHHE MHOTHMMHU BO3MOXKHOCTSAMHU HIH(GPOBOrO Mupa TpebyeT COOJIIO/IeHUs
IIPaB HAa UHTEJUIEKTYJIbHYI0 COOCTBEHHOCTb.

TepMHUH «MHTEJUIEKTyaJIbHasi COOCTBEHHOCTh» OTHOCHUTCSI K PA3JIMYHBIM TBOPEHUSIM YeJIOBEYECKOTO
yMa, HauWHasi C HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA IPOAYKTHI U
yeJIyru , W 3aKaHuYWBasg KHUTaMH, QororpadusiMu, KUHODUIBMAMU ¥  MY3bIKAJIBHBIMU
IPOM3BE/IEHUSIMU.

ABTOpCKHE TpaBa - 3TO IpaBa HA WHTEJUIEKTyaJIbHYI0O COOCTBEHHOCTh HA IPOU3BEJIEHHUSA HAYKU,
JIUTEpPATypbl U HCKyCcCTBA. ABTOpCKHE IIpaBa BBICTYHAIOT B KadecTBe TrapaHTUM TOrO, YTO
VHTEJUUIEKTYJIbHBIN/TBOPUECKUI TPYyJZT aBTOpa He OyJ/leT HAIpAcHBIM, JaCT eMy CIIpaBe/JIMBBIE
BO3MOKHOCTH 3apaboTaTh Ha pe3yJsbTaTax CBOEro TPyZAa, MOJIYYUTh HW3BECTHOCTh U IpPU3HAHHE.
Hukto 6e3 paspelileHHs aBTOpa He MOXKET BOCIIPOU3BOAUTH €ro IPOU3BeJIeHNe, PACIPOCTPAHATb,
MyOJINYHO JIEMOHCTPHUPOBATh, IPO/IaBaTh, UMIIOPTUPOBATh, ITyCKaTh B IIPOKAT, ITyOJIMYHO UCIIOTHATD,
IIOKa3bIBaTh/HUCIIOJHATH B 3¢Upe WiIu pa3MeniaTs B IHTepHeTe.

Vcnosnp3oBaHue «ITUPATCKOTO» MPOrPaMMHOT0 0becrieueHn sl MOKEeT MPUBECTU K MHOTUM PUCKaM: OT
IIOTEPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKU TBOErO YCTPOMCTBA, IJle YCTAHOBJIEHHBIU He
JlerajibHas mporpamMma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYET JerajbHble U OecIjlaTHbIE
IIPOrPaMMbI, KOTOPble MOKHO HAaWUTH B CETH.



O nopraie

CeTeBUYOK.p( - TBOU IJIaBHBIM COBETUYUK B CETH. 3/I€Ch ThI MOXKEIIb y3HATh O 0€30IIaCHOCTU B CETH
MIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IIPU BO3HHUKHOBEHUM KPUTHYECKOU CUTyaIluu OOpaTUTHCA 3a
COBETOM. A Tak»ke IIPUHATH YYacTHe B KOHKYPCAaX U CTaTh CAMbIM UM POBBIM IPaKAaHUHOM !



